:

W

Troubleshooting & Resetting Network Connections

There are many ways to “reset” network settings on a Windows machine. Below are just a few things
you can try to reset settings related to network services. If one method does not fix your problem, try
another as there may be multiple things prohibiting your use of the Internet.
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Basic Troubleshooting

Here is a list if troubleshooting steps to check before undergoing more technical and advanced steps.
After each step, be sure to check if the connection issue has been solved. If none of these steps yield
network access, move forward to the more technical suggestions below.

1.

If you are connecting using an Ethernet cable, try unplugging the cable plugging it back in after
15 seconds.

If you are connected wirelessly, try disconnecting from your current Wi-Fi network and re-
joining it.

Have you registered your devices? UWNet requires each device to be registered in order to
access the network.

Make sure your network adapters are enabled. This document shows you how to check for that
below.

Try rebooting your computer

Do you have viruses prohibiting your use of the internet? Try running a virus scan with an
application like Malwarebytes or AVAST Antivirus.

If you connect to a router either wired or wirelessly, make sure that it is connected to the wall
jack.

Routers need to be registered with UWNet in order to use them.

If you are using an Ethernet cable, make sure that that cable is not faulty by testing your
connection with another wall jack. Or by testing the same jack with a different cable.
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Windows 7

IP Addresses

Renewing an IP Address on a Local Workstation
This is common when users call in and complain that they cannot access the Internet. It is easily
diagnosable by the small yellow triangle in the task bar on the network connection icon.

1. Open a new window in Command Prompt
a. You can do this by going to the Start Menu and searching for “cmd”. This should yield a
search result for “cmd.exe”. Launch the executable.

Programs (1)

Files (1)
1

57 Sec more results

| emad <| | shutdown | » |
i. Bl
2. From the Command Prompt window, enter the following command: ipconfig /release

BN Administrator C\Windowshsystem32homd .exe

Microsoft Windows [Uersion 6.1.766811]
Copyright <c? 2808? Microsoft Corporation. All rights reserved.

C:sUserssphoyer *ipconfig srelease_

a.
b. Then press Enter

i. +% This will disconnect you from the Internet
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EX Administrator: CA\Windows\system32\cmd.exe
Microsoft Windows [Version 6.1.76811

C:~Userssphoyer2>ipconfig ~release

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DN§ Suffix
Default Gateway

C:sUserssphoyer?>

Copyright <{c> 288? Microsoft Corporation. A1l rights reserved.

== X

s

c. Then in the same window, run the following command: ipconfig /renew

EX Administrator: C\Windows\system32\cmd.exe

IC:~Users~phoyer2>ipconfig ~release

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DN§ Suffix
Default Gateway

C:\Userssphoyer2>ipconfig srenew

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Default Gat : 128.1084.56. 1

IC:“Userssphoyer >

[Copyright <{c> 208? Microsoft Corporation. A1l rights reserved.

Connection—specific DNS Suffix . = ]mu_.lng wisc.edu

-57. 19?

=necn X

m| »

Your computer will receive a new IP address from the network. This commonly solves most connectivity

issues.

An IP address is analogous to a passport, it gives your computer permission to access the Internet after

its identity is confirmed by the network.

You'll notice that now you have a connection to the Internet and the network status symbol in the

taskbar has been updated.

1:54 AM
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Renewing an IP Address on a Remote Workstation

The process for renewing an IP Address on a remote workstation is similar to on a local workstation,
however you need to prepare everything before releasing the old IP Address since it will disconnect you
from the remote session. Follow the steps below to help a remote user renew their IP Address.

1. Use Remote Assistance to connect to the user who is having trouble connecting to the Internet.
a. *Note if this is a user that has a laptop, they need to be connected to our network via a
wired connection for you to use remote assistance.
2. On the remote workstation, open two Command Prompt Windows side-by-side

3. Inthe right window, type ipconfig /renew but do not press Enter yet

4. In the left window, type ipconfig /release but do not press Enter yet

5. Inform the remote user that you will be disconnected after pressing Enter in the left Command
Prompt window.

6. Instruct the user to wait until the process in the left command prompt window finishes, then
click on the right command prompt window to bring it to active focus. Then they will need to
press Enter and wait for that process to complete.

7. After the command prompt window process completes execution, the remote user can close
both windows.

8. Have the user attempt to browse to a website to confirm that they have Internet access.

9. Ifthe useris able to access the Internet, then this process is complete.
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Network Adapters
1. Open the Network and Sharing Center by going through Control Panel = Network and Sharing

Center
[
% 3 » Control Panel » All Control Panel tems » ~ | 42 [ search Control Panet o
Adjust your computer’s settings Viewby: Largeicons ¥ |
‘P Action Center ; Administrative Tools || &' AutoPlay 3@ Backup and Restore i
BitLocker Drive Encryption g ,f Color Management % Configuration Manager a‘ Credential Manager
' Date and Time @ Default Programs @ Dell Audio @ Desktop Gadgets
Device Manager g,'é Devices and Printers ! Display @ Ease of Access Center
=
Flash Player (32-bit) ‘ Folder Options h Fonts IEI’ Getting Started
. . 3 . C . £
HomeGroup %@ Indexing Options Intel® HD Graphics Internet Options
2 [F5y Location and Other @ .
= Java «Z» Keyboard ::j!“ Sensors | Mail
ML Network and Sharing P , Performance Information
J Mouse LY Notification Area Icons ] and Tools
!“ Personalization @ Phone and Modem \@ Power Options ﬁ Programs and Features
6T .  RemoteApp and Desktop @
f.& Recovery 3 Region and Language % Connections Sound
i%] . |
J Speech Recognition @ Sync Center &&w System a Taskbar and Start Menu
a -

b. Optionally, you can open the Network and Sharing Center by searching for it from the
Windows Start Menu

Control Panel (12)

ﬁ Metwork and Sharing Center |.|
Find and fix networking and connection problems

L& Identify and repair network problems

L& View network computers and devices

= View network status and tasks

P Review your computer's status and resolve issues
@ View devices and printers

Install a program from the network

#d Choose homegroup and sharing options

Enable location and other sensors

@ Sync Center
View location activity

Files (1)

7 See more results

[ Network and x| | @ shutdown | » |
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2. From the left action pane, click Change adapter settings

% ;: v Contrel Panel » All Control Panel Items » Metwork and Sharing Center iz

settings

a

Control Panel Home

View your basic network information and set up connections

Change adapter settings &I' t& e See full map

Change advanced sharing

HSG-WDP018 Housing Admin Metwork Internet
(This computer)
View your active networks Connect or disconnect
ai' ~u Housing Admin Network Access type: Internet
& Domain network Connections: [ Local Area Connection

Change your networking settings

4 Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

's. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

3. Inthis window you will be able to view all of the computer’s network adapters. This includes both
Ethernet and Wireless adapters (if available). Depending on the issue you are troubleshooting,
choose the appropriate adapter.

a. Local Area Connection = Ethernet Adapter
b. Wireless Network Connection = Wi-Fi Adapter

F @ Netwok and btemet § Netadck Contections » Teareh Neteiok '.':-m..-.a-. o
OCrgance = e 1.9
il ingee, LSt i Mo
).( B Beosdcom NetXirerne $7x G Jabs @ (nco Syterm VN Adapter ol 1o vpo elery J4SABG N

\

4. Disable the adapter that is having issues with connectivity by right-clicking on the adapter and then

clicking Disable

- e e —

mv‘ @ + Control Panel » Metwork and Internet » MNetwork Connections »

-
Qrganize = Disable this network device Diagnose this connection Rename this connes
— | Local Area Connection L‘ Local Area Connection 3
Housing Admin Network » _ Disabled
ﬁ@' Intel(R) Ethernet Connection (2] L. @ Disable re Mobilit...
Status
Diagnose

) Bridge Connections

Create Shortcut
Delete
) Rename

) Properties
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5. Re-enable the adapter you disabled in the previous step by double-clicking it.
a. You can also re-enable it by right clicking on the adapter icon and selecting Enable.
6. Once the adapter has been re-enabled, open a web browser and navigate to a website to test if
Internet connectivity has been restored.

7. If you can access the Internet, then this process is complete.
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DNS Cache

The DNS resolver acts as a translator between the names of website and their respective IP Addresses.
For example, www.google.com = 172.217.8.206 . By removing the record that has all the names cached,
the computer can re-establish connections to websites by resolving the translation between URL and IP
Address and re-caching this information.

1. Open a new window in Command Prompt

a. You can do this by going to the Start Menu and searching for “cmd”. This should yield a
search result for “cmd.exe”. Launch the executable.

Programs (1)

EX cmd.exe

Files (1)
1

£ See more resutts

[ emd <| | shutdown | » |

[ =7

2. Inthe Command Prompt Window, type the following command and press Enter:
ipconfig /flushdns

BN Administrator CA\Windows\system32\omd.exe S | B |G

Microsoft Windows [Uersion 6.1.76811
Copyright <c)> 2807 Microsoft Corporation. All rights reserved.

IC:sUsersspboyer2>ipconfig /flushdns

a.
3. After the process finishes executing, you are complete.


http://www.google.com/

P
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TCP/IP Stack

The TCP/IP stack is what your computer uses to communicate between your device and incoming data.

1. Open a new window in Command Prompt
a. You can do this by going to the Start Menu and searching for “cmd”. This should yield a
search result for “cmd.exe”. Launch the executable.

Programs (1)

B cmd.exe

Files (1)
1

57 See more results

| md x| [ shutdown | » |

i. =

2. Inthe Command Prompt window type the following command and press Enter
a. netsh int up reset

3. After you hit Enter, some text will appear and may look similar to the image below.

C=~UsersAdministrator netsh int ip reset resetlog.txt
Reseting Echo Request, OK?
Reseting Global. OK?
i Interface,. OK?
Unicast Address,. OK?

Route, OK?
reboot iz required to complete this action.

C=xUsers“Administrator>_
d

4. When the command prompt finishes processing, enter the following command and press Enter
a. For awired connection
i. netsh int ip set address name="”Local Area Connection” dhcp
b. For a wireless connection
i. netsh int ip set address name="Wireless Network Connection” dhcp

DHCP iz already enahled on this interface.

iC:~Users~hdadmini>netsh int ip set address name="Local Area Connection" dhcp ‘ﬂ

5. These commands enable DHCP to run through the specified adapter(s). You have completed this
process.

*NOTE: If your adapters are NOT named the same as the above, simply replace the string of text between the
guotation marks in the command with the EXACT name as your adapter’s e.g. | have an adapter named Generic
Adapter, therefore, the command | will type is:

netsh int ip set address name="Generic Adapter” dhcp

10
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Windows 10

IP Addresses

Renewing an IP Address on a Local Workstation

This is common when users call in and complain that they cannot access the Internet. It is easily
diagnosable by the small yellow triangle in the task bar on the network connection icon.

1. Open a new window in Command Prompt

a. You can do this by going to the Start Menu and searching for “cmnd”. This should yield a
search result for “Command Prompt (Desktop app)”. Launch the application.

O i3] Filters

Best match

Command Prompt
Desktop app

Search suggestions

£ emd - see web results

b £ emd|

2. From the Command Prompt window, enter the following command: ipconfig /release

BE Administrator: Command Prompt

C:\Users\hdadmin>ipconfig /release

11
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b. Then press Enter

i. “% This will disconnect you from the Internet

BN Administrator: Command Prompt - [m] x

3

ii.
c. Then in the same window, run the following command: ipconfig /renew

B8 Administrater: Command Prompt - o x

while it has its media

3. Your computer W|II receive a new IP address from the network. This commonly solves most
connectivity issues.

An IP address is analogous to a passport, it gives your computer permission to access the Internet after
its identity is confirmed by the network.

You'll notice that now you have a connection to the Internet and the network status symbol in the
taskbar has been updated.

10:59 AM
1=

6/28/2017 53

12
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Renewing an IP Address on a Remote Workstation

The process for renewing an IP Address on a remote workstation is similar to on a local workstation,
however you need to prepare everything before releasing the old IP Address since it will disconnect you
from the remote session. Follow the steps below to help a remote user renew their IP Address.

1. Use Remote Assistance to connect to the user who is having trouble connecting to the Internet.
a. *Note if this is a user that has a laptop, they need to be connected to our network via a
wired connection for you to use remote assistance.
2. On the remote workstation, open two Command Prompt Windows side-by-side

3. Inthe right window, type ipconfig /renew but do not press Enter yet

4. In the left window, type ipconfig /release but do not press Enter yet

5. Inform the remote user that you will be disconnected after pressing Enter in the left Command
Prompt window.

6. Instruct the user to wait until the process in the left command prompt window finishes, then
click on the right command prompt window to bring it to active focus. Then they will need to
press Enter and wait for that process to complete.

7. After the command prompt window process completes execution, the remote user can close
both windows.

8. Have the user attempt to browse to a website to confirm that they have Internet access.

9. If the useris able to access the Internet, then this process is complete.

13



DIVISION OF UNIVERSITY HOUSING

Technology Services

UNIVERSITY OF WISCONSIN-MADISON

Network Adapters
1. Open the Network and Sharing Center by going through Control Panel = Network and Sharing

2.

3.

Center
All Control Panel ltems - o
4 > Control Panel > All Control Panel ltems v O Search Contral Panel »
Adjust your computer’s settings Viewby: Largeicons ~
-
@ Default Programs ..“ Device Manager % Devices and Printers @ Ease of Access Center
File Explorer Options © File History Flash Player (32-bit) A Fonts

“ HomeGroup é% Indexing Options _E: Infrared Internet Options
_%', Java <. Keyboard %‘ Language @ Mail

Mouse tl' Network and Sharing &5, Phone and Modem \]@ Power Options
= 2N Center <4 P
{,}" Programs and Features @ Realtek HD Audio Manager @ Recovery 3 Region
% Re"“DTE“i‘PP and Desktop ,r Security and Maintenance '9 Sound [87 Speech Recognition

Connections i
E% Storage Spaces @ Sync Center B System Taskbar and Navigation

. . . an .

@ Troubleshooting % User Accounts ﬁ Windows Firewall ==~ Windows To Go

- Work Folders

From the left action pane, click Change adapter settings

;'F Metwaork and Sharing Center
<« « 4 EX 5 Control Panel > All Control Panel tems » Network and Sharing Center v O

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Housing Admin Network Access type: Internet
settings Demain network Connections:

Change your networking settings

ﬁ- Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point,

@ Troubleshoot problems

Diagnose and repair network problems, er get troubleshooting information.

In this window you will be able to view all of the computer’s network adapters. This includes both
Ethernet and Wireless adapters (if available). Depending on the issue you are troubleshooting,
choose the appropriate adapter.

a. Local Area Connection - Ethernet Adapter

b. Wireless Network Connection = Wi-Fi Adapter

14



‘ DIVISION OF UNIVERSITY HOUSING

Technology Services

UNIVERSITY OF WISCONSIN-MADISON

4. Disable the adapter that is having issues with connectivity by right-clicking on the adapter and then

clicking Disable

@ Metwork Connections

™ @ » Control Panel » MNetwork and Internet » Metwork Connections v O
Organize »
= | Ethernet = | Ethernet2 = .
Metwork cable unplugged Housing Admin Metwark | ;V";'::;\S_Ebrforkzc‘mnemon
- 7 eshlet-Wireless
9 @ PANGP Virtual Ethernet Adapter @ET Intel(R) Ethernet Connection (2) .., 2l ooy Win e 5100 AGN

— | Ethernet 2
 Housing Admin Network
u‘i’ﬁ" Intel(R) Ethernet Connectinn (21 |

% Disable I

Status

Diagnose

Bridge Connections

Create Shortcut

%
$ Delete
%
%

Rename

Properties

5. Re-enable the adapter you disabled in the previous step by double-clicking it.
a. You can also re-enable it by right clicking on the adapter icon and selecting Enable.
6. Once the adapter has been re-enabled, open a web browser and navigate to a website to test if
Internet connectivity has been restored.
7. If you can access the Internet, then this process is complete.

15
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DNS Cache

The DNS resolver acts as a translator between the names of website and their respective IP Addresses.
For example, www.google.com = 172.217.8.206 . By removing the record that has all the names cached,
the computer can re-establish connections to websites by resolving the translation between URL and IP
Address and re-caching this information.

1. Open a new window in Command Prompt
a. You can do this by going to the Start Menu and searching for “cmd”. This should yield a
search result for “Command Prompt (Desktop app)”. Launch the application.

0 i3} Filters .~

Best match

Command Prompt
Desktop app

Search suggestions

R cmd - 5ee web results

£ emd|
b.
2. Inthe Command Prompt Window, type the following command and press Enter:
ipconfig /flushdns

EN Administrator Command Prompt

\Users\hdadmin>ipconfig /flushdns

a.
3. After the process finishes executing, you are complete.

16
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TCP/IP Stack

The TCP/IP stack is what your computer uses to communicate between your device and incoming data.

1. Open a new window in Command Prompt

a. You can do this by going to the Start Menu and searching for “cmd”. This should yield a

search result for “Command Prompt (Desktop app)”. Launch the application.

0O i) Filters ~

Best match

o Command Prompt
Desktop app

Search suggestions

£ emd - see web results

b £ omd

2. Inthe Command Prompt window type the following command and press Enter
a. netsh int up reset
3. After you hit Enter, some text will appear and may look similar to the image below.

C:sUzerssAdministrator>netsh int ip reset resetlog.txt
Rezeting Echo Request,. OK?

Reszeting Globhal, OK?

Rezeting Interface. OH?

Rezeting Unicast Address,. OKt

Rezeting Route, OK?

A rehoot iz required to complete thisz action.

C:sUzserssAdministrator’

17
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4. When the command prompt finishes processing, enter the following command and press Enter
a. For awired connection
i. netsh int ip set address name="”Local Area Connection” dhcp
b. Fora wireless connection
i. netsh int ip set address name="Wireless Network Connection” dhcp

C-sUzeprsshdadminl »netsh int ip set address name="Local Area Connection' dhcp

DHCP iz already enabhled on this interface.

5. These commands enable DHCP to run through the specified adapter(s). You have completed this
process.

*NOTE: If your adapters are NOT named the same as the above, simply replace the string of text between the
qguotation marks in the command with the EXACT name as your adapter’s e.g. | have an adapter named Generic
Adapter, therefore, the command | will type is:

netsh int ip set address name="Generic Adapter” dhcp

18
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