
TEMPLATE FOR LOCAL PROCEDURES

Instructions for using the Template 

This template is for use with the Aug 10, 2012 version of the UW-Madison Information Incident Reporting and Response Policy and the associated Mandatory Information Incident Reporting and Response Procedures.
The template is intended as a starting point for building local procedures.
Use of the template is not required by the policy.

Background

The campus procedures are designed so that many units at UW-Madison can follow them as written. Units may implement more specific or detailed procedures, so long as they are consistent with the mandatory portions of the campus procedures. The mandatory portions are: 

· the criteria, timeframe and contact point for reporting, (the DoIT Help Desk,) and
· the actions performed or avoided in order to preserve evidence for later investigation. 
How to use this template:

1. Remove this cover page.

2. Complete:

· in the title, the name of the unit.
· in section C, the contact information for IT staff and management.
· in section G, local policies & procedures for reducing access to restricted data.
· in section H, references to other local policies & procedures.
3. Adjust the language to match local terminology, for example: “IT staff” might become “tech support staff”.
4. Modify the isolation procedures in section F to more accurately describe the unit’s plan for isolating different types of systems, with special emphasis on how to handle mission critical systems.  
5. Announcement and Distribution
· An announcement by top management regarding the importance of reporting and response is helpful.

· Sections A, B and C (page 1) are for all faculty and staff in the unit. 
6. Training:
· For faculty and staff

· Make sure they can recognize “suspicious activity” (slow response, unexpected activity, and many other examples…) They should report these to IT staff. 

· Make sure they understand that IT staff may need to isolate a system, and discuss any expected problems, especially with regard to mission critical systems.

· Make sure they know how to report loss, theft or physical intrusion.

· For IT staff

· How to generally respond to incidents, with emphasis on those involving restricted data.
· How to handle difficult cases, especially mission critical systems that access restricted data.
· If restricted data is ubiquitous, consider getting certified to rigorously preserve evidence.

· How to do a triage investigation when sensitive data is at risk, while preserving as much evidence as possible. 

Information Incident Reporting Procedures for <unit>
This procedure implements the campus Information Incident Reporting and Response Policy.
A. For faculty and staff (other than IT staff)
In general, if anything suspicious is observed or suspected, report the possible incident immediately.

	Incident Type
	Reporting Criteria
	Reporting Procedure

	Loss, theft
or physical intrusion
	Theft or physical intrusion is observed or suspected.
	Preserve physical evidence. If on campus, immediately contact UW PD, otherwise, immediately contact local law enforcement and follow up by contacting UW PD.
 If theft or physical intrusion is in progress, get to a safe place and dial 911. 
When it is safe, contact management or IT staff, or if none are available, contact the DoIT Help Desk.

	
	Loss of computers, devices or media is suspected.
	
Immediately contact management or IT staff, or if none are available, contact the DoIT Help Desk.

	Suspicious activity
	Suspicious activity on computers, devices, services or other resources are observed or suspected. 

This  might include slow response, the cursor moving without touching the mouse, or other  unexpected activity.

	Preserve evidence. Do not use or turn off any related computers, devices, services or other resources, nor dispose of any related media. 
Immediately contact IT staff, or if none are available, contact the DoIT Help Desk.

Some incidents are discovered by IT staff, who may need to contact the user for more information. If contacted, be careful about giving information to unknown persons.


B. Reporting an incident

The earliest possible reporting is encouraged in order to minimize possible damage.
1.
Preserve evidence:

a. if theft or physical intrusion is observed or suspected, do not disturb any physical evidence.

b. do not use or turn off any related computer or device, nor dispose of any related media.
2. Reporting procedure:

For specific types of incidents see: A. For faculty and staff, and D. For IT staff.

C. Contact information

a. to contact UW Police:
Emergency:
Dial 911 from any phone
Non-emergency:
(608) 264-2677 (264-COPS)
b. to contact IT staff regarding a possible incident:

<how>

c.
to contact management regarding a possible incident:

<how> 

d.
to contact the DoIT Help Desk: 

Call (608) 264-HELP (4357) or email help@doit.wisc.edu. 
The remainder of the document is primarily for IT staff.
D. For IT staff
	Incident Type
	Reporting Criteria
	Reporting and Response Procedure

	Loss or theft
	Theft is observed or suspected.
Note: theft should always be reported regardless of the type of information present.
	1.
If on campus, immediately contact UW PD, otherwise, immediately contact local law enforcement and follow up by contacting UW PD.
Get to a safe place and dial 911 if theft or physical intrusion is in progress. 
2.
Continue by treating it as a “loss” incident.

	
	Loss of computers, devices or media where it is reasonable to believe that:  restricted data or sensitive data in non-encrypted form was present on them.
	1.
Immediately report the incident to the DoIT HD.

2.
Use remote wipe capability on mobile devices.

	Malware, or unauthorized access via the network
	(a) First – is it reasonable to believe that:
restricted data may have been  accessible to unauthorized persons?
	1.
Do not do a triage investigation. Do not use or turn off any related computers, devices, services or other resources, nor dispose of any related media. 
Immediately report the incident to the DoIT HD. 
2.
Isolate the computer, device, service or other resource (or minimize use as practical.) 
Do not clean up the infection until evidence is preserved by Office of Cybersecurity or others authorized by the VP IT.

	
	(b) Second – if restricted data was not accessible, is it reasonable to believe that:
sensitive data was accessed by unauthorized persons?
	1.
Do a triage investigation while  preserving as much evidence as possible. 
If it is discovered that restricted data may have been accessible, stop investigating, and proceed as in (a) above. 
Otherwise, if warranted,  report the incident to the DoIT HD, as soon as possible, but no later than  three business days after discovery.

2.
If reported, work with Office of Cybersecurity on whether or not further investigation is required. 

	Physical intrusion
	Physical intrusion is observed or suspected.
Note: physical intrusion should always be reported regardless of the type of information present.
	1.
Preserve physical evidence. Immediately contact UW PD.
Get to a safe place and dial 911 if physical intrusion is in progress
2.
Continue by treating it as an “other type” of incident.

	Other type
	It is reasonable to believe that: restricted data or sensitive data was accessed by unauthorized persons.
	1.
Do a triage investigation while preserving as much evidence as possible.

If warranted, report  the incident to the DoIT HD, as soon as possible, but no later than  three business days after discovery.

2.
If reported, work with Office of Cybersecurity on whether or not further investigation is required.


E. Definition of an information incident
For purposes of information incident reporting and response, an information incident is any activity or event in which it is reasonable to believe that:

1. computers, devices or media were lost or stolen, and restricted data or sensitive data, in non-encrypted form, was present on the lost or stolen item.

2. computers or devices are infected by malware or by an intrusion via the network, and:

a. restricted data  may have been accessible by unauthorized persons, or
b. sensitive data was accessed by unauthorized persons.
3. during a physical intrusion, restricted data or sensitive data was accessed by unauthorized persons.

4. in any other circumstances, restricted data or sensitive data was accessed by unauthorized persons.
See also:

Data Classification Policy – https://kb.wisc.edu/itpolicy/cio-data-classification-policy 
F. Isolation procedure
The purpose of isolation is to preserve evidence and prevent further unauthorized use. Isolation should be maintained until evidence is preserved by Office of Cybersecurity or others authorized by the VP IT.
· To preserve evidence:

· Stop using the computers, devices, media, services or other resources If this is not possible, (for example a mission critical server is affected,) then minimize use, especially in those portions of the system in which unauthorized access is suspected. 
· To prevent further unauthorized use:

· Disconnecting a computer or device from the network is usually sufficient to prevent continued unauthorized use. If it is not practical to disconnect it from the network, isolate the computer or device to the extent practical, for example, by using a network firewall to restrict traffic.

· For services or other resources, consider what means are available to prevent further unauthorized use, for example, by changing a password or blocking access to an account.

G. Reducing access to restricted data

<policies & procedures for reducing access to restricted data in order to minimize the number of incidents and the impact on operations of those incidents that still occur…>

H. References

Information Incident Reporting Policy – https://kb.wisc.edu/itpolicy/cio-incident-reporting-policy 
<other policies & procedures>
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