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7.2.2 Problem Logging

Problems are a cause
of one or more
Incidents.

Problems are logged
anytime a DolT
Technical Service is
impacted.

Scalable Problem Response
DolT’'s Problem Response process is fundamentally scalable with a hierarchical escalation path for all situations. The severity of
any ongoing situation is constantly assessed and can be escalated vertically at any point in the Problem’s lifecycle.
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:

Problem Logged
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(See 7.2.2 Problem Logging)

Problem Management
DolT Operational Framework - Section 7.0

7.2.3 Problem

Response

Escalate issues
appropriately
(see section 7.3)

Any event in which any of the following
criteria are or will be met will constitute
an IT Service Outage for a DolT
managed/monitored IT Service:

The IT Service is unavailable to
its customers or a subset of its
customers.

The IT Service is unable to
function as designed and
installed.

IT Service performance has
degraded to a degree that is
perceivable to End Users.

The ability of University
stakeholders to do their business
is impaired.
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Assess severity of Problem and escalate as

7.2.3.3 Problem Investigation

Problems can be escalated by the

and Analysis
(differs by service)

Situation Technologist, Situation
Manager, Duty Manager, SNCC, or
Problem Manager at any time during

y

SNCC Post Outage

l

Managed by SNCC
until resolved

their lifecycle.

Technologist or Situation
Manager

Until resolution of the problem,

provide the SNCC with

updates every 2 hours unless
otherwise specified.

Primary Method: The DolT
Operations Team Support

7.2.3.5 Communication of

Channel is used to report

Problem Status

Problems to SNCC as well as
provide updates throughout the
life of the Problem.
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7.6 Communication Guidelines

The level of communication necessary for any given Problem is based on the
impact and severity of the Problem. In order to gauge Problem impact and
severity, the following factors should be considered:

Number of users affected

Outage Duration (expected or actual)

Importance of affected service

External events that may be occurring at the time of the Outage

For Problems with large impact and/or severity, multiple channels of
communication need to be opened and maintained. At a minimum,
communication lines must exist within the responding group and there must be
appropriate external communication with customers, stakeholders, etc.

7.6.1 Communications Roles and Responsibilities

The purpose of the Tiger Team is to ensure that all necessary resources
(human and otherwise) are available to quickly and efficiently determine
the root cause for a Root Cause Undetermined Problem.

In order to ensure that root causes are identified as quickly as possible,
the Tiger Team will have members from any and all units that could
potentially play a role in diagnosing, investigating, and communicating the
Problem to stakeholders.

7.7 Tiger Team

7.2.4 Problem Review

7.2.4 Problem Review
Following resolution, Service Owner and others
review Problem for potential technical and
process improvements.

Conduct
Post-Incident
Review??

7.2.5 Post-Incident Review (PIR)

DolT IT Service Management will coordinate
Post-Incident Review (PIR) as determined
necessary by DolT Management.

Problem Management Outputs

Effective Problem Management provides many benefits to the organization. Some of these
benefits include:

-Incident reduction- Proactively responding to previous Problems will prevent similar incidents in the future.

-Increased uptime for services- Understanding the root cause of Problems allows Service Owners to proactively prevent
unplanned downtime for their services.

‘Risk mitigation- Effectively managing Problems throughout their lifecycle has the added benefit of reducing risk and
enhancing the reliability of DolT supported services.

‘Reduction in effort- For instance, in automating a process in response to a previous Problem.

-Faster resolution- Managing Problems during and after their discovery allows the Help Desk to be aware of incoming
Incident that may be correlated to an open Problem, thus increasing their response and resolution times.
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